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Annotation: the article discusses issues of continuous monitoring of corporate network nodes on tf
required characteristics. Considered the creation and application of data elements, templates and trigge
practice.
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1 Od d3 dats ¢ IP-OH tc j fi I l Jtemdw 1 od d3j Y O dac
ZabbixServer 192.168.0.100 CentOS 7 Zabbixf j tco J t

PassServer 192.168.0.99 Linux Ubuntu 16.04f stedisd yd m<d
Linux-m J tco J tg

FirstPC 192.168.0.101 t OB tsyow fls
SecondPC 192.168.0.102 | Windows 7SP1 {t OB tsyow Mmis
ThirdPC 192.168.0.103 t OB tsyow fls
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Cdzj d3j dzls' HOdzdz' 7 H v CLimg-Eg gy fHeq
1 Od d3j dets ¢ {fdMmOds J
CountUsers |s sdzd yd mise ts LOtcjcdMmistcd te
fsdz L tso Olsj dzj 2
CPULoad 1 0ctelzL €O dz0 yJ dzlste Odz! dz' 2
TotalSum stsdzlstetsdzy dzgOW MEBRBO Ctedls( ]
Ping [ My desMis! ntmlsO
Hostname R3Y kL dzO
CountProc stsdzd yj Mlsots L O 2h j dzgdz" =
RAMFree ssdzd yd Msoets MotsBBHME2 |
CountUsers Tpurrepi 1 system.users.num 30s 90d
CPU-load system.cpu.load[] m 90d
templateFirst: HDD free vfs fs.size[C:\, free] 10s 90d
Total Sum Tpurrepei 1 vfs file.cksum[/home/sansforensics/Desktop/secrets/pass.ixt] 30s 90d
templateFirst: JocTynHocTs (1=true) agent.ping 30s 90d
templateFirst: Umsi xocTa agent.hostname 5m 90d
templateFirst: Kon-so npoueccoe proc.num(] 10s 90d
templateFirst: O3Y free vm.memory.size[free] 10s 90d
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Ping [ sflskf desfls! S tsMlsO
Hostname RABY kL dzO
CountProc ssdzdyj mMlsets L O zh jdedzr = ff tot
RAMFree ssdzdyj Mlse s Mo 5B SHAAEDIS g § J
templateFirst: HDD free vfs.fs.sizg[C:\, free] 10s 90d
templateFirst: JoctynHocTts (1=true) agent.ping 30s 90d
templateFirst: Mmsa xocta agent.hostname 5m 90d
templateFirst: Kon-eo npoueccos proc.numl] 10s 90d
templateFirst: O3Y free vm.memory.size[free] 10s 90d
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LinuxClient
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- other - (5 aneMeHTOB AaHHbIX)
HDD free

HoctynHocTtb (1=true)

Wwms xocta

Kon-8o npoueccos

03y free

- other - (7 anemMeHTOB AaHHbIX)
CountUsers

CPU-load

Total Sum

HoctynHocTs (1=true)

Wms xocta

Kon-Bo npoueccos

03y free

- other - (5 aneMeHTOB AaHHbIX)
HDD free

LocrynHocTs (1=true)

Wms xocta

Kon-so npoueccos

03y free

- other - (5 anemeHTOB AaHHbIX)
HDD free

HocrynHocTs (1=true)

Wms xocta

Kon-Bo npoueccos

03y free
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free
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LinuxClient: CPU-load

B CPU-load

{ dMkdesS 6. JcQidBLOoOdEwmBEesdf sy MMsEO

firstPC: Kon-Bo npoueccos

58 wr.

4
a
5
5.
T7:58
1
1
18:14
1
18:34
4
a

cpen Makc

IEI Kon-so npoueccos [ 52.31 wT 58 wT.
tdiezdsS 7. 4 6OWdS CtddyjMmlse® L Of kM| dade
o fdr I RULIO VR 10tV RE Jr1 LY e fEUR
dBsSHj dzdtelzj d3 MdlskzOyds , M zOMdzs Ctslststets? B EHI
BjL s Offdes fls d LifulsRasiSewegris™ )  dzO
I 7 f sdzded B 2 HOE Qedetsy j dzd j § € sdzls to ts dzqd te ESSHYtsteR i) Hzdzts
8).
H192.1680.99:22 |
m About these Buttons [ Unix Commands 1 Run Sample Script m Call Host from Host Directory
[SSH] Server Version OpenSSH_7.2p2 Ubuntu-4ubuntu2.4
[SSH] Logged in (password)
fWelcome to Ubuntu 16.04.4 LTS (GNU/Linux 4.4.0-97-generic x86_64)
* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage
33 packages can be updated.
19 updates are security updates.
Ubuntu 16.04.4 LTS built 2018-04-18
Last login: Wed Nov 28 13:38:54 2018 from 192.168.0.30
sansforensics@siftworkstation -> ~
echo HACK YOU!!!
echo HACK YOUecho hack!
HACK YOUecho hack!
Isansforensics@siftworkstation -> o~
t dfMkzdetsC 8. U HOdzj dzdzats SSHHY ticHsUsdEsCwsjdzizd j Y 6 L
10 ¢ dzOo dzts?2 f Ocdzjathik o 5 1ff iz czfp dzdg™ j H s BBz dzd j , Mtstss

ZOtlzh j dzd d B j 1Ot e fidzteid§ ©E B 8 Oy JL @

HjlkOdd mte' ksdW.




GTitzye3ztyed: yezsyeadz OZy2T3Tys Udz «k T5 Yy AW y-hagikagE »

MNpobnemsbi
Bpema v WMudo  Yaen cetn [Mpobnema * BaxHocTb [nuTensHocT! lo

O ATBEPHAEHO Oeuncteun

18:56:13 LinuxClient CountUsers 1m 24c Het 1

{dkzdsS 9. 1 esedj GO, $OMOY M OWwMmw ¢ sdduj i

[etanu cobbiTus
Hetanu Tpurrepa OeitcTBuA
Yaen cetu LinuxClient War Bpemn onbaosatens/Monyvarens [edictave Cooblenne/Komarsa CocTostme
Tpurrep CountUsers 1 28.11.2018 18:56:15 alex ) PROBLEM: CountUsers
sashkir7@mail.ru
Baxwocts Beicokas Problem started at 07:56:13 on 2018.11.28
BuipaxeHne npoBnembl {LinuxClient:system.users.num.max(30s)}>1 :;Z?SGLTTS:’CY}‘:_:OUNUSETS
BbipakeHie BOCCTAHOBNEHHA Severity: High
lexepaums cobbimus HopmanbHbiii Original problem I1D: 184
Pa3spelunTs 3aKpbIBaTh BPY4HYl0 Her 28.11.2018 18:56:13 )
AKTUBMPOBaHO Oa
Cnucok cobbiTuid [20 npeabiaywmx]
Hetanu cobbiTna Bpemsn
CobBbitne CountUsers 28.11.2018 18:56:13 NPOBNEMA 2w 21c 2m 21c Her
BaxHocTs Bbicokan 28.11.2018 16:39:13 28.11.2018 18:51:43 PEWEHO 24919m21c 24 12m 30c Her R
Bpemna 28.11.2018 18:56:13
MoaTeepxaeHo Het
Tern

{ qizdetsS 10. [ jlOde dzOw ddgh steBOYdY 1ff ot

{ Offiisslsted s ottt Mk yo2i gl dj SRy W B jSL EsoEWOH
W0O2dzO. RL EZOYOM dzsj fntsasjcisy® dapjy Wm0 o tejddl@ HG slz"

pass.txt (~/Desktop/secrets) - gedit
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{dMzdzsS 11. ubBHjteyOddj Ctd¥dH,jdydod d

ITotaI Sum 28.11.2018 19:03:42 3717011605 I

{diMkdsC 12. stdstsd &@OW fkzEkO S dbstsdd

RLABjded 3 MHjteyddBs] WO2d&0 d §shdsktdd,sHips® ez
o jHjddw BlstseipORGlEr D

pass.kxt (~/Desktop/secrets) - gedit

Open v [+1
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I hacked you! Ha-ha-ha!
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